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MPOZKAHZH EKAHAQZHZ ENAIAGEPONTOZ I''A YIMOBOAH NMPOTAZHZ
MPOZ ZYNAWH YMBAZHZ ANAOGEZHZ EPIroy

H AietBuvon ‘Epeuvag, Texvoloyiag kai Avamtueng (AETA) tng AAMHE A.E oto TTAaicio Tou
Mpoypduuatog MAaigiou Horizon 2020 (H2020) uAoTTolEl TO EYKEKPIPEVO EPEUVNTIKO EPYO WE TITAO
“‘ELECTRON - rEsilient and selLf-healed EleCTRical pOwer Nanogrid”, (Grant Agreement
number 101021936) 1o oTroio Xpnuatodoteital amréd Tnv EupwTraikr) ETTpoTh.

H xpovikiy didpKeia Tou QUOIKOU QvTIKEIMEVOU Tou w¢ Gvw €pyou egivar atmd 01/10/2021 €wg
30/09/2024 (36 pAveg). Mia OUvOTITIKN TTEPIYPA®A TOU QUOIKOU QVTIKEIMEVOU TOU £pyou
Tapoucidletal oto ANNEX .

H AETA tmrporTiBetal va ouvepyaoTei pe oupPaan avabeong £pyou e 1 (éva) Quoikd TpodowITTo.

To Uwog TG auoIPNAG yia To avaTiBEuevo €pyo cuvapTaral Pe To €10IKO avTIKEiuEVO avdbeang, Ta
TTPOCOvVTa Tou avticupBaAAouevou, Tnv TTpoUTToAoyioBeioca datravn yia 10 TTpog avdabean €pyo,
EVW) UTTOKEITAI OTOUG TTEPIOPICKOUG TOU XPNMATOOOTIKOU TTPOYPAUUATOS Kal TNG KEiPEVNg
vouobBeaiag.

To avTikeigevo Tou TTPog avabean £pyou, Ta KAT €AAXIOTO aTTapAiTNTA KAl TTOUUNTA TTPOCOVTA
TEPIYPAPOVTal aKOAOUOWG:

AvTiKeipEvo TOU TTpOG avddeon épyou: OTTwg TreplypdgeTal oTta MNakéTa Epyaoiag (WPs), WP1,
WP2, WP5, WP6, WP9 ka1t WP10 (BA. ANNEX II).

Aidpkeia amraoxoAnong: Ao TNV nuepounvia utroypagng NG oUPPaong €wg TNV OAOKARpwWaON
TOU £pyou.

Atmrapaitnta MNpooodvra:

o [ltuxio/AiTTAwpa HAekTpoAdyou Mnxavikou, Avwrtarou Ekmaideutikol 18pupatog (AEN)
TTEVTAETOUG POITNONG.

o [lTuxio A dimAwpa TuApatog NMAnpoopikhg A MNMAnpo@opikAg kal ETKoivwviwy i ETToTAPNG
Ymohoyiotwv A EmoTtiung kai Texvoloyiag YTmohoyiotwv fp EmoTtAung kai TexvoAloyiag
TnAemmkoivwviwv AEI A MpoypappdTtwy Emmoudwyv EtmAoyrg (MZE) AEI Tng nuedatrAg i GAAog
IGOTIMOG TITAOG ZX0AWV TNG NUESATTAG 1} aAAOBATING, avTioToIXNG EIBIKOTNTAG.

o Averrtuypéveg Oe€16TNTEG O0TOUG HAekTpovikoug YTrohoyiotég (H/Y) (epapuoyég ypageiou
(word, excel, power-point KATT.))

e [1oAU kaAn f apioTn yvwaon (emitredo proficiency) Tng AyyAIKrg yAwooag.

e AvatrTuypévn IKavoTnTa SIATTPOCWTTIKAG ETTIKOIVWVIOG, TTOAU KOAEG BEEIOTNTES TTPOPOPIKNG KAl
YPOTITAG ETTIKOIVWVIAG, KAl TEAOG

o [1oAU KOAEG QVOAUTIKEG KOl OPYAVWTIKEG OEEIOTNTEG.

Emlupunta MNMpooodvra:
o EmOBupntdg Metamruyiakdg TiTAog atroudwyv (MSc A MENng) 1 AidBakTopikég TITAOG GTTOUdWY
OXETIKOG pe KuBepvoao@dAeia kal ZuoTtipata HAekTpIKAG Evépyeiag.

ZnNUEIWVETAI OTI IO TOUG UTTOWAPIOUG TwV OTToiwv ol TiTAol ZTToudwv Tpitopdduiag ExkTraideuong
(TTPOTITUXIOKWYV KAl HETATITUXIOKWY GTTOUdWV) £Xouv xopnynBei améd  1dpuuarta Tou EEwTepikoU,
ol TiTAoI Ba Tpémel va ouvodelovtal aTrd  TTICTOTTOINTIKA AvayvWEIoONG Kal I0OTIYIOG Tou
A.OATAMN. (mpwnv ALK AT.Z.A).



MapakaAouvTal A1 01 EvOIAPEPOUEVOI KAl EVOIOPEPOPEVES VO JEAETHIOOUV Th GUVTOUN TTEPIYPAGH
TOU €pYOU Kai TO avTikeievo atraaxoAnong (BA. MAPAPTHMAI) kai va utTtoBAAAOUV TO aVAAUTIKO
Bloypa@iké onueiwpa, To omoio Ba TPETel va KoTaTEBEI €iTe auTOTTpOOWTIWG (ATTO TIG
24/01/2022) ye ouoTtnuévn €maoToAn (Ba An@Bei uTTdown n o@payida Tou Taxudpopeiou) HEXPI Kal
04/02/2022 oTtnv TTapakdaTtw dieubuvon:

AAMHE AE

AIEYOYNZH EPEYNAZ, TEXNOAOTIIAZ KAI ANAMTY=HZ
AYPPAXIOY 89 & KHO®IZOY

10443 AOHNA

(oTo @akeAo TTPETTEl VO UTTAPXEI N €voeign «Ia 1o épyo “ELECTRON”, To otroio XpnuartodoTeital
atréd Tnv EupwTraiki ETTpoT»),

€iTe va oTaAei nAekTpovikd, o€ popen word f pdf otnv disubuvon:
p.aivalioti@admie.qgr.

MNa 1TepIoadTEPES TTANPOPOPIEG O UTTOWA®IOl Ba TTPETTEl va atreubuvovTtal otnv Ka AiBaAiwTn
MavayiwTta, e-mail: p.aivalioti@admie.gr

H tapouca mpookAnon ekdnAwong evdiagépoviog dev deapelel Tnv AETA va cuvdyel
OUVEPYOOIa PE TOUG EVOIAPEPOUEVOUG Kal BEV YEVVE SIKAIWUATA TTPOTOOKIAG.

H AETA diatnpei 1o diKaiwha €TTIAOYAS TOU TTPOCWTIOU TOU avTioudBaAAopévou, KaBwg Kal TTARPN
OIOKPITIKI EUXEPEID WG TTPOG TNV idIa TN aUvawn A 4N TWV OXETIKWY CUPPBACEWV.

O1 appeveg avrioupBaAAopevol Ba TTpETTEl va TEAOUV VOUIMWG €KTOG OTpaTelpaTog (Aoyw
EKTTARPWONG OTPATIWTIKWY UTTOXPEWOEWYV I avaBoARG OTPATEUONG) KATA TN DIAPKEIQ EKTEAECNG TOU
£pyou TTou Ba Toug avaTeBei.

Ta droua Twv oTmoiwv n TpoTacn Ba eTmAeyei Ba aueifovral pye Tnv €kdoan Tou VOUIKOU
TTAPacTaTIKOU, CUP@PWVA UE ToV IoxUovTa Kwdika Poporoyiag EicodriuaTog, kai 6a utrdkevial o€
OAEG TIG VOUINEG KPATATEIG CUUPWVA WE TNV IoXUouca vouoBeaia oe ouvduaoud pe Tov Odnyo
Xpnuatodotnong. O1 Tuxdv ac@aAIOTIKEG EI0QPOPEG OTA ACQAANICTIKA Tapgia KaTapdAlovTal atrd
TOUG iBI0UG TOUG ETTIAEYEVTEG.

O Népipog Ekrpéocwtrog
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ANNEX|

In the era of hyper-connected digital economies, the smart technologies play a vital role in the
operation of the Electrical Power and Energy Systems (EPES), transforming it into a new,
decentralized model with multiple benefits, such as distributed generation, pervasive control,
remote monitoring, and self-healing. However, the growing number of cybersecurity incidents in
EPES promotes the need for shielding against a variety of threats, ranging from cyberattacks,
dynamic and evolving Advanced Persistent Threats (APTs), and privacy violations, to electricity
disturbances and severe human errors caused by lack of relevant training. The diverse threats
that modern EPES are facing require novel and holistic solutions that employ cutting-edge
technologies to detect and mitigate threats, while continuously assessing the dynamic EPES
environment, ensuring compliance with the latest cybersecurity standards and training the EPES
personnel to appropriately respond to cybersecurity incidents and mitigate the human-error factor.
Considering these, ELECTRON aims at delivering a new-generation EPES platform, capable of
empowering the resilience of energy systems against cyber, privacy, and data attacks through
four main pillars (risk assessment and certification, anomaly detection and prevention, failure
mitigation and energy restoration, and addressing internal threats and gaps through AR-VR-based
personnel training and certification), while fostering the cyber protection standardization and
certification via three novel authorities, namely the cybersecurity lighthouse, the cybersecurity
training and certification authority, and the energy trading center.

ANNEX I

WP1: Project Management and Coordination

WP1 supports the project management and coordination activities as well as the financial
management of the project according to a) the Grant Agreement (GA), b) the Consortium
Agreement (CA), and c) the Project Management Handbook (PMH - delivered in MO1). In
particular, WP1 defines the following activities: a) overall coordination of the project, b) financial
administration of the project, c) risk management and mitigation of the project, d) technical and
scientific management of the project, e) innovation management and added value provisioning of
the project results, f) data knowledge handling & Intellectual Property Rights (IPR) management,
g) form the ELECTRON external advisory board within three (3) months upon project start, h) form
the Security Advisory Board (SAB) that will be established in M0O1 by including end-user
representatives/external reviewer(s) with a good knowledge of security issues.

WP2: ELECTRON Architecture, Demonstration Scenarios and Security & Privacy
Requirements

The purpose of this WP is to describe in detail the functional and technical specifications of the
ELECTRON architecture as well as the demonstration scenarios that will aim to validate the user
requirements. In particular, WP2 aims at providing the following: a) Identification of ELECTRON
stakeholders, b) Collaboration with all end users, stakeholders and experts, inside and outside the
ELECTRON consortium, to define solid requirements in terms of security and privacy in energy
sector, ¢) Synthetize all the requirements and derive integrated system functional and technical
specifications, d) Define in detail the decentralized ELECTRON architecture, including the system
functional and nonfunctional requirements, software frameworks, tools, schemes, and algorithms
by taking into account the identified user requirements along with current state-of-the art
technology axes, data models and open architectural specifications, e) Identify and define the
ELECTRON use cases, by addressing the emerged needs and requirements from the end users,
and describe the initial implementation scenarios of the mechanisms that will validate the
ELECTRON solution, f) Determine the use case and the role of each participant, especially that
of the end users (energy operators, consumers, prosumers, energy utilities, energy generators,
energy actors & agents and energy retailers), g) Define the evaluation strategy of the ELECTRON
solution that is comprised of a specific evaluation methodology and measurable KPIs.

WP5: Nanogrid Operations for Preventing & Mitigating Cyberattacks & Cascading Effects
WP5 is devoted to design, develop, and deliver the nanogrid-based mitigation and prevention
framework that leverages SDN and NFV technologies as well as advanced nanogrid operations
in order to provide resilience against cyberattacks and prevent significant failures in the EPES
domain.

WP6: AR/VR-aided Cybersecurity Training & Certification in EPES
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The purpose of this WP is to design and develop an energy personnel training and certification
platform for cybersecurity and privacy as a live-service supporting technologies such as
augmented and virtual reality. In particular, WP6 will design and implement a Cyber Security
Awareness Training and Certification for EPES Employees based on a designed Cyber Hygiene
methodology. WP6 will identify key topics of interest both for cybersecurity and privacy with the
involvement of all the related stakeholders and it will design training sessions including coaching
with virtual agents/ avatars both for augmented and virtual environments and performance
evaluation and certification mechanisms. The training sessions will be designed and developed
apart from the ELECTRON AR/VR training platform and will be constantly updated with new
training content and improved immersive environments. An automatic or semi-automatic
evaluation mechanism will measure the trainee’s knowledge and awareness on cybersecurity and
privacy issues and award a formal certification.

WP9: Large-scale Demonstration & Pilot Implementation

WP9 is devoted to the validation and demonstration of the ELECTRON platform and to the large-
scale pilot demonstration. The duration of this WP overlaps with the ELECTRON system
integration (WP8) backwards. In this way, feedback could be given from the integration of the
ELECTRON solutions to the pilot demonstration phase, i.e., if modification or configuration is
necessary before beginning the pilot running. WP9 aims at planning, demonstrating and
evaluating the six realistic, proof-of-concept, large-scale ELECTRON use cases in Ukraine,
Greece, Romania, and Spain.

WP10: Dissemination, Exploitation & Clustering Activities

WP10 includes all dissemination and communication activities of the project as well as the relevant
methodologies for a successful set of clustering set of activities. It will define all the required
actions to ensure that the ELECTRON technologies and results will be properly disseminated and
communicated to academic, energy and industrial parties as well as to the public. Moreover, WP10
focuses on the exploitation of the ELECTRON solution by integrating the activities market analysis,
and business plans towards an effective exploitation of ELECTRON during the lifetime of the
project and beyond. In particular, the objectives of WP10 are summarised as follows: a) Prepare
a detailed dissemination and communication plan, b) Run extensive dissemination and
communication activities to promote the project by utilising the provisioned communication
channels defined in the dissemination/communication plan and continuously monitoring the
performance of the plan via specific KPIs, c) Foster clustering activities by using scientific
workshops, summer schools, and joint activities for exchange, dissemination, and training, d)
Devise a market analysis to maximise the chances of ELECTRON commercialisation in the
different market segments, and e) Define business plans targeted to manufacturers and industries
in the EPES ecosystem as well as energy providers, DER operators, TSOs, DSOs, aggregators,
energy traders and prosumers.
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